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- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
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- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
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Status 

1 )KI Responsive to communication(s) filed on 26 February 2008 . 
2a )□ This action is FINAL. 2b)^ This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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4) ^ Claim(s) 1-40 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) |EI Claim(s) 1-40 is/are rejected. 

7) 0 Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) Q The specification is objected to by the Examiner. 

10) D The drawing(s) filed on is/are: a)D accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
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DETAILED ACTION 

1. A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1 .17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 
1.17(e) has been timely paid, the finality of the previous Office action has been 
withdrawn pursuant to 37 CFR 1.1 14. Applicant's submission filed on February 26, 2008 
has been entered. 

2. Claims 1-40 have been examined and arc pending. 



Claim Objections 

3. Claims 1, 8, 10, 16, 17, 24, 25, 32, 33 and 40 objected to because of the following 
informalities: 

Claim 1: lines 3, 5, 6; claim 8: line 2; claim 10: line 2; claim 17: lines 4, 6, 9; 
claim 24: line 2; claim 25: line 2; claim 33: lines 3, 5, 8 and claim 40: line 2 recite 
"encrypted content/title key". However, the "content/title" renders the claims 
ambiguous to define boundary and scope of the claims. The examiner suggests to replace 
with encrypted content and title key. 

Claim 1: line 9; claim 16: line 2; claim 17: line 14; claim 32: line 3; claim 33: line 
7, 9 and 12 recite "title key decryption/encryption module". However, 
"decryption/encryption" renders the claims ambiguous to define boundary and scope 
of the claims. The examiner suggests to replace with title key decryption and encryption 
module. 
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Appropriate correction is required. 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. Claims 1-40 are rejected under 35 U.S.C. 103(a) as being unpatentable over Harada et al 
(hereinafter referred to Harada as US Pub. No.: 2003/0009681) in view of Asano et al. 
(hereinafter referred to as Asano, US Pub No.: 2003/0051 151). 



As per claims 1,17, and 33: 

Harada discloses a processor-implemented 

creating an encrypted content/title key by encrypting the title key with the recordable 
media content (see abstract, paragraph 0008, lines 1-5); 

transmitting the encrypted content/title key package to a media recorder (paragraph 16, 
lines 6-11); 

obtaining a media key block and media ID from a physical medium (media key block 
and media ID are inherit (properties as disclosed by applicant on paragraph 6, lines 1-3, 
therefore, the limitations of media key block and media ID are met); 

transmitting the encrypted title key, the media key block and the media ID to a 
clearinghouse server utilizing a title key is an inherent property of the claimed invention as 
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disclosed by applicant on paragraph 6, to obtain the unique key the media key block and the 
media ID must be calculated according to CPRM standard which the applicant is claiming, 
therefore transmitting the media key block and the media ID to the clearinghouse is an inherent 
property of the claimed invention as it is necessary for the clearinghouse to obtain the media key 
block and the media ID such that content encrypted on the DVD/CD/Memory Card can be bound 
to a particular piece of device the title key comprises an underlying title key upon which a 
plurality of encrypted title keys , including the encrypted title key are based (para 0323); 

decrypting the encrypted title key (paragraph 11, lines 1- 3); 

deriving a unique media key for the physical media (paragraph 10, lines 1-5); 

creating a re-encrypted title key by encrypting the title key with the unique media key 
(paragraph 11, lines 6-8); 

transmitting the re-encrypted title key to the media recording .device to record on the 
physical media with the recordable media content (paragraph 11, lines 9-12). 

Harada does not explicitly disclose wherein the clearinghouse server does not pre-store 
the title key. Hagan et al. in analogous art, however disclose wherein the clearinghouse server 
does not pre-store the title key ([0020] The first encryption key preferably is a title-unique key 
provided for the encrypted data, the second encryption key is a title key obtainable by decrypting 
the title-unique key, and the decryption key is generated by carrying out processing in 
accordance with the predetermined key generation sequence on the title key and at least one of a 
key stored in the information processing apparatus and a key stored in the recording medium). 
Therefore, it would have been obvious to a person having ordinary skill in the art at the time the 
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invention was made to modify the system disclosed by Harada to include the clearinghouse 
server does not pre-store the title key. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so an information 
processing apparatus that allows encrypted data being recorded to be decrypted by the apparatus 
only if a proper license has been granted to the apparatus and eliminates decryption and re- 
encryption of the data in the processing to store the data as suggested by Asano et al. in (Page 2: 
0017). 

As per claims 2, 18 and 4: 

Harada discloses encrypting the recordable media content with the title key (paragraph 
0008, lines4-5). 

As per claims 3, 19 and 35: 

Harada discloses randomly selecting the title key (paragraph 01 14, line 1). 

As per claims 4, 20 and 36: 

Harada discloses encrypting the title key with the recordable media in a manner agreed 
upon between the storage and distribution server (the storage and the distribution server encrypts 
the title key with the recordable media upon an agreed upon manner (paragraph 0008, lines 4-5)). 



As per claims 5, 21 and 37: 
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Harada discloses encrypting the title key with a common key that is agreed upon between 
the recordable media content storage and the distribution server (the storage and the distribution 
server uses common key upon which they agreed (paragraph 0321, lines 21-23). 

As per claims 6, 22 and 38: 

Harada discloses encrypting the title key with a public key that is provided by the 
clearinghouse block (paragraph 0321, lines 24-26). 

As per claims 7, 23 and 39: 

Harada discloses encrypting the title key with a key obtained from a media key block 
(paragraph 0008 lines, 8-10). 

As per claims 8 and 24: 

Harada discloses the recordable media content storage stores the encrypted content/title 
key package for any sale or distribution to a user (paragraph 0207, lines 1-4). 

As per claims 9, 25 and 40: 

Harada discloses transmitting the encrypted content/title key package to the media 
recorder (paragraph 0293, lines 1-5). 



As per claims 10 and 26: 
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Harada discloses extracting the encrypted title key from the encrypted content/title key 
package (paragraph 0009, lines 1-2, paragraph 0011, lines 2-3). 

As per claims 1 1 and 27: 

Harada discloses decrypting the encrypted title key using the media key block and media 
ID (paragraph 001 1, lines 2-3). 

As per claims 12 and 28: 

Harada discloses deriving a media unique key fro the media key block and the media ID 
(paragraph 001 1, lines 5-6). 
As per claims 13 and 29: 

Harada discloses recording the content and the re-encrypted title key on the physical 
media (paragraph 001 1, lines 9-12). 

As per claims 14 and 30: 

Harada discloses transmitting a digest of the media key block to the clearinghouse server 
instead of a complete media key (paragraph 0235, lines 1-3). 

As per claims 15 and 3 1 : 

Harada discloses determining from the digest of the media key block whether the 
condition have been met or not ((paragraph 0010, lines 3- 5; paragraph 0253, lines 1-6; 
paragraph 0257, lines 1-4; paragraph 0273 lines 3-10). 
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As per claims 16 and 32: 

Harada discloses requesting the media key block from the media recording device if the 
title key decryption/encryption module determines the media has not met the condition 
(paragraph 0010, lines 3-5; paragraph 0253, lines l-6;paragraph 0257, lines 1-4; paragraph 0273 
lines 3-10) 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See the notice of reference cited in form PTO-892 for additional prior art. 

Contact Information 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Techane J. Gergiso whose telephone number is (571) 272-3784 
and fax number is (571) 273-3784. The examiner can normally be reached on 9:00am - 6:00pm. 
If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Emmanuel Moise can be reached on (571) 272-3865. The fax phone number for the organization 
where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be 
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obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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Examiner, Art Unit 2137 
/Emmanuel L. Moise/ 

Supervisory Patent Examiner, Art Unit 2137 



